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1. Scope and Definitions
This document presents the Green Public Procurement (GPP) criteria to consider when procuring cloud services, including:

•

Infrastructure as a service (IaaS)

•

Platform as a service (PaaS)

•

Software as a service (SaaS)

The definitions and taxonomy for cloud services listed here are the ones established by
the National Institute of Standards and Technology – NIST (Mell and Grace, 2011):
– Cloud computing. A model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.
– Infrastructure as a service (IaaS). The capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing
resources where the consumer is able to deploy and run arbitrary software, which
can include operating systems and applications. The consumer does not manage or
control the underlying cloud infrastructure but has control over operating systems,
storage, and deployed applications; and possibly limited control of select networking
components (e.g., host firewalls).
– Platform as a service (PaaS). The capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applications created
using programming languages, libraries, services and tools supported by the
provider. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, or storage, but has
control over the deployed applications and possibly configuration settings for the
application-hosting environment.
–

Software as a service (SaaS). The capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure. The applications are
accessible from various client devices through either a thin client interface, such as
a web browser (e.g., web-based email), or a program interface. The consumer does
not manage or control the underlying cloud infrastructure including network, servers,
operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.
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2. Key Environnemental Impacts
Based on the review of several life cycle analysis studies on data centres, which cloud services depend on, the main environmental impacts
occur during these three phases (Dodd et al., 2017):

•

First and foremost, during the use phase due to the high electricity consumption of the
information and communication technology (ICT) equipment and the mechanical and
electrical (M&E) system as well as the energy sources to produce that electricity. ICT is
responsible for approximately 60% of the energy consumption and servers are responsible
for the largest share. For M&E systems, the cooling system has the highest global warming
potential due to the energy consumed and refrigerants leakage during operation. The
location of data centres influences these impacts because of both the cooling demand and
the electricity mix.

•

Secondly, during the manufacturing phase. The mining, extraction and refinement of
metals used to manufacture ICT (mainly servers and storage equipment) contributes to
resource depletion, toxic emissions and global warming. The embodied impact of the
building itself is less important, as it represents only 1% of ICT and M&E equipment.
Regarding global warming, life cycle analysis studies typically show that 80% of impacts
occur during the use phase and 20% in the manufacturing phase (embodied emissions).
However, the ratio goes down to 50:50 when the electricity used during operation stems
from renewable sources.

•

Finally, during the end-of-life phase because of the generation of electronic waste and
impacts associated with its management and treatment. Servers are typically refreshed
every 2-5 years and data storage equipment every 5-7 years. This contributes to improving
the performance of data centres and reduce energy demand. However, that improvement
does not always offset completely the embodied impacts of new equipment, when the
refresh time is short. Furthermore, according to data from 2018, only 20% of electronic
waste was managed by an authorized recycling channel and even then, some rare metals
(such as indium, gallium or tantalum) are recycled less than 1% (Ferreboeuf, in Université
de Montréal, n.d).
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To minimize life cycle impacts of cloud services, each procurement should aim for:

•

Overall energy savings of data centres in use, including higher server utilization rates.

•

Energy stemming from renewable sources.

•

Data centres with low cooling demands that use refrigerants with low global warming
potential (GWP) and free cooling.

•

Reusing heat waste generated by data centres.

•

Appropriately managing the equipment at the end of its useful time in a way that
favours reuse first and recycling second, never disposal.

By following those procurement criteria, the organization contributes to the following UN
Sustainable Development Goals (United Nations, n.d.):

3. Needs Assessment and Green Procurement
Strategy
Before launching any purchasing process, organizations must analyze the real needs behind the procurement and evaluate what the best option
is from a technical and sustainable development perspective as well as take into consideration the 4R hierarchy: reduce, reuse, recycle and
recovery. It allows the procurement to remain flexible and up-to-date with market evolution and to identify the most environmentally responsible
solutions each time. In this process, consultation with internal stakeholders and the market is key.
Some questions to consider are:
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–

From a technical point of view, different deployment models
might be able to meet different needs based on the service
requirements and context. The Right Cloud Selection
Guidance (Government of Canada, 2016) of the Government
of Canada provides support to practitioners when evaluating
the organization’s needs and identify the best service model
for the specific context. As the guide shows, a cloud does not
automatically equal contracting out to a public service,
organizations can evaluate the set-up of a private or hybrid
cloud service for themselves and other “client”
organizations1 or conduct the project as a joint venture with
organizations that have similar needs2.

•

From an environmental point of view, according to a study
comparing different data centre types for small and mediumsized organisations (Whitney and Kennedy, 2012), onpremise service rooms and servers hosted externally in a
colocation deployment, both without virtualization, normally
present a much higher carbon footprint (more than triple)
than on-premise server rooms that use virtualization as well
as private and public cloud deployments. However, that is
not always the case and the most efficient server rooms can
have lower impacts than the least efficient cloud service.
Therefore, special attention needs to be paid to ensure a
better environmental performance, either by upgrading
existing infrastructure or by defining requirements for cloud
solutions.

What are the requirements of the service regarding data
availability?
–

1

redundancy levels often require infrastructure duplications
to ensure service continuity in case of failure or maintenance
needs, which consequently, increases the environmental
footprint of the data centre (both during the manufacturing
and use phases) (Bilsen et al., 2022). Interview results
showed that “a lot of end-users of higher tier data centres
actually don’t need the corresponding high availability rates”
(ibid, p. 54). Therefore, practitioners need to adjust the
availability tier to the service requirements and not overspecify.

What are the real needs and is a cloud solution the best option
to cover them?
–

•

Cloud Services

Data centres can be classified in different tiers according to
the desired data service availability. Data redundancy is one
of the parameters used for that classification. Higher

For example, in 2015, the University of California - Santa Cruz transformed their old data
centre into an on-premise cloud service through the procurement of new servers and their
virtualization. The system supports more than 40 customer’s virtual machines and is
offered as IaaS within the campus and with other campuses (Jordan, Pearson and
Sonstroem, 2015).

What provisions need to be included to ensure a responsible
management and use of the service when externalized?
–

When the service is managed internally on-premise or in
collocation data centres, organizations have more control on
the environmental performance of the equipment and the
management at the end of their useful life. Therefore,
provisions need to be included to ensure the same or better
performance in all the organization’s priority environmental
areas. The way to include those requirements will vary
depending on the readiness of cloud service providers and
their data centre contractors. According to Bilsen et al.
(2022), in 75% to 80% of cases, cloud service providers use
co-located data centres, so in the tendering process
information will most often come from subcontractors rather
than the bidders themselves.

–

There is also the possibility to pay-per-real-use and not
based on flat rates or tiers to encourage a rational use of
cloud services. It will require market analysis and even
negotiation with suppliers, as it requires the appropriate
monitoring of use per client.

This information will help organizations define the procurement
strategy and focus on low-impact solutions that meet sustainability
and organizational management efficiency objectives.
2

For example, in 2011, ten public research organizations from seven European countries
joined forces to launch a pre-commercial procurement for an innovative IaaS hybrid cloud
platform to support large scale world-wide scientific projects that require large amounts of
data storage and analysis capability (McLennan, 2019).
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4. Green Procurement Criteria
Once the best solution and strategy have been established, environmental procurement criteria must be defined. If a cloud service is the best
option, the criteria proposed below will contribute to reducing the most significant impacts of such services during their life cycle.
Criteria are presented by environmental dimension and are
identified as follows:

•
•
•
•

TS = compulsory technical specification
AC/PM = award criterion or preferential margin
CPC = contract performance clause
= priority criterion

Attention: The proposed criteria are recommendations that will
need to be validated by the legal department of each
organisation to ensure the respect of the applicable procurement
framework.

Most of them are proposed as AC/PM since cloud service providers
are not yet accustomed to such environmental criteria and they
might lack the appropriate data or verification documents stemming
from their data centre providers.

Clause

Verification Documents

SDG

Energy Efficiency
AC/PM: Energy management system, up to [specify the number of points]
points.
Points will be awarded if bidders and the data centre provider(s) that will be used
to execute the contract have policies and systems in place to address and
minimize the main environmental impact of the service, namely the energy
consumption and GHG emissions.

Bidders must present:

• The list of data centres used to

execute the contract, including the
name of the data centres providers (if
applicable) and their location.

And for bidders and their data centre
providers, present either:
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Clause
Note: Special attention should be paid to ensure that the energy/environmental
management systems or other verification documents apply to the locations that will be
used to execute the contract, and not to other facilities owned by bidders and their data
centre provider(s) but not used for the contract. That is why the list of locations should
also be required as verification documents.

Verification Documents

SDG

• Third-party verified energy or
environmental management systems
(according to ISO 50001, ISO 14001
or equivalent).

• Science-based targets verification.
• The Green Grid’s Data Center
Maturity Model report and
improvement action plan.

• European Code of Conduct for Energy
Efficiency in Data Centre form (excel)
including actions in place and to be
implemented.

• A statement from an independent

auditor with demonstrable energy or
environmental expertise that energy
management and actions are a
structural part of day-to-day
operations of the bidder and/or his
data centre provider(s).

AC/PM: Energy saving plan, up to [specify the number of points] points.
Points will be awarded for the quality and ambition of the energy saving objectives
and plans in place by the bidder and his data centre provider(s) to achieve energy
savings in the delivery of the service.
To do so, bidders must provide the energy saving objectives, plans and monitoring
systems and those of their data centre providers that will be used to execute the
contract.

For bidders and their data centre
providers, present either:

• Energy related objectives and actions
included in the organizations’ thirdparty verified energy or environmental
management systems (according to
ISO 50001, ISO 14001 or equivalent).

• Objectives set in line with the ScienceNote: This clause is complementary or a replacement of the previous one as it allows
contracting authorities to assess the specific objectives and measures the bidder and its
cloud service providers are committed to implement to improve the energy consumption
and efficiency of their operations.

Based Targets initiative and planed
actions to achieve them.

• The Green Grid’s Data Center
Maturity Model report and
improvement action plan.
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Clause

Verification Documents

Having an energy or environmental management system is required but is not enough to
assess the quality of such a system and the specific commitments and actions to reduce
the impacts of the ICT equipment and M&E systems.

• European Code of Conduct for Energy

As a monitoring and follow-up requirement, contracting organisations could ask the
awarded bidder to provide the history of annual Power Usage Effectiveness (PUE)
measurements of the last five years (provided per year) of the data centres used to
execute the contract and annually, for the duration of the contract to assess progress.
This should be included as a contract performance clause (see the last clause). For data
centres that are less than five years old, measurements should be provided from the
moment the data centre came into operation until the present date. PUE should be
calculated according to ISO/IEC 30134-2, EN 50600-4-2 or equivalent, and
determined as category 1 (PUE1).

Efficiency in Data Centre form (Excel)
including actions in place and to be
implemented.

• Energy related objectives and actions

included in the organisations’ internal
energy or environmental management
systems (even if not certified by a
third party).

AC/PM: Energy Reuse Factor (ERF), up to [specify the number of points]
points.

For each data centre used, present
either:

Points will be awarded based on the average declared ERF of the data centres
used to execute the contract. The ERF of each data centre must be calculated
according to ISO/IEC 30134-6, EN 50600-4-6 or equivalent.

• Third-party verified ERF.

Note: ERF shall have a maximum value of 1, indicating that 100% of the waste heat
energy is reused outside of the data centre for heating purposes.

• Third-party verified energy or

environmental management systems
(ISO 50001, ISO 14001 or equivalent)
reporting the calculated ERF.

• Calculated ERF by the bidder or the
data centre providers, but not
certified by a third party.

The calculation of all the ERF with the data used for its calculation could also be
required for additional information and validation. The average ERF could also be
calculated taking into consideration the number of servers used in each location by the
contractor, to provide a more accurate figure for the service. If so, it should be stated in
the tender documents.
AC/PM: Expected servers utilisation rate, up to [specify the number of points]
points.
Points will be awarded based on the expected average annual utilization rate of
the servers used to execute the contract, calculated according to ISO/IEC 301345, EN 50600-4-5 or equivalent.

SDG

•

Estimations of the expected server
utilization and verified calculations
from previous years.

The awarded company will have to report the actual utilisation rates annually (by
month and the average for the year) for each used server to monitor the
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Clause

Verification Documents

SDG

achievement of the utilization rate target that was defined by the bidder in its
offer.
Note: This clause is most appropriate for software as a service contract for which service
providers can most easily calculate server utilization rates based on previous years’
performances and expected demand from the new contract.
Servers have an optimum utilization rate to allow effective use but ensure that the
manufacturer’s recommendations and reserving capacity for peak demands are
respected. Therefore, the utilization rate should remain under 100%. According to
Bilsen et al. (2022), that figure should not be higher than 50%. However, Dodd et al.
(2020) did not establish a maximum but established intervals from 25-40%, 41-70%
and more than 70%.
If this criterion is included, contracting organisations must make sure to include the
appropriate penalties for non-compliance and clearly state them in the call for tenders.
Bonuses could also be considered for improved utilisation rates. An economic analysis
should be conducted to ensure proportionality with the AC/PM.

Greenhouse Gases (GHG) Emissions Reduction
AC/PM: Renewable Energy Factor (REF), up to [specify the number of points]
points.

For each data centre used, present
either:

Points will be awarded based on the average percentage of renewable energy
consumed in the data centres used to execute the contract. REF for energy
supplied and consumed in each data centre must be calculated according to
ISO/IEC 30134-3, EN 50600-4-3 or equivalent.

• Third-party verified REF.

Note: REF shall have a maximum value of 1, indicating that 100% of the total data
centre energy is from renewable sources.

• Calculated REF by the bidder or the

The calculation of all the REF with the data used for its calculation could also be
required for additional information and validation. The average percentage could also be
calculated by taking into consideration the number of servers used in each location by

• Third-party verified energy or
environmental management systems
(ISO 50001, ISO 14001 or equivalent)
reporting the calculated REF.
data centre provider, but not certified
by a third party.
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Clause

Verification Documents

SDG

the bidders to provide a more accurate figure for the service. If so, it should be stated in
the tender documents.
If market knowledge has been gathered, a minimum REF could also be specified as a
compulsory technical specification, giving points for a higher percentage.
AC/PM: Global warming potential (GWP) of refrigerants, up to [specify the
number of points] points.

For each data centre used, present
either:

Points will be awarded according to the weighted GWP of the mix of refrigerants
used in the data centres cooling systems involved in the execution of the service.

• Report with the calculation, including

The GWP of a mix is calculated as a weighted average, derived from the sum of
the weight fractions of the individual substances multiplied by their GWP,
including substances that are not fluorinated greenhouse gases.
The formula is:
∑(𝑆𝑢𝑏𝑠𝑡𝑎𝑛𝑐𝑒 𝑋 % 𝑥 𝐺𝑊𝑃) + (𝑆𝑢𝑏𝑠𝑡𝑎𝑛𝑐𝑒 𝑌 % 𝑥 𝐺𝑊𝑃) + ⋯ (𝑆𝑢𝑏𝑠𝑡𝑎𝑛𝑐𝑒 𝑁 % 𝑥 𝐺𝑊𝑃)
where % is the contribution by weight with a weight tolerance of ±1%.
The refrigerants’ GWP can be found here:
https://ghgprotocol.org/sites/default/files/ghgp/Global-Warming-PotentialValues %28Feb 16 2016%29_1.pdf.

the inventory of refrigerants and
evidence of the use of such
refrigerants in the corresponding
facilities.

• Third-party verified energy or
environmental management systems
(ISO 50001, ISO 14001 or equivalent)
reporting the refrigerants that can be
accepted as evidence.

Note: Points can be awarded, for example, by comparing offers between them or by
defining a threshold and brackets. Dodd et al. (2020) suggests setting a minimum
threshold of 750 or less and distribute points based on the following brackets: 750 to
151, 150 to 11 and 10 or less.
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Clause

Verification Documents

SDG

Waste Management
TS: Bidders must ensure the appropriate management of electronic equipment
(servers, data storage, network equipment) at the end of their useful life, which
includes their repair and upgrade for reuse/resell and their appropriate
dismantling, the recovery of components for reuse and the recycling of
nonreusable parts.

• Third-party verified environmental
management systems (ISO 14001 or
equivalent).

• Statement from an independent

auditor with demonstrable
environmental expertise that end-oflife electronic equipment is managed
responsibly by the bidder.

• Description of the equipment

management practices and contracts
with equipment
resellers/remanufacturers or
organizations authorized to recycle
electronic waste.

AC/PM: End-of-life management for reuse, up to [specify the number of
points] points.
Points will be awarded to the bidders who manage their outdated electronic
equipment, first and foremost for their reuse either directly or through
subcontractors.
To do so, bidders must provide detailed information on:
•

The practices in place or agreement with service providers to: collect, securely
erase data, test, repair, upgrade and resell the equipment for reuse; as well as
correctly manage components that cannot be reused through authorized
electronic waste management organizations.

•

The proportion of equipment prepared and remarketed for reuse and the
proportion prepared for recycling, during the last five years (or since the
beginning of operations if shorter than five years).

• Third-party verified environmental
management systems (ISO 14001 or
equivalent) reporting that
information.

• Description of the equipment

management practices by the bidder
and subcontractors and report on the
proportion of equipment prepared for
reuse and recycling.
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Clause

Verification Documents

SDG

Note: For big cloud service contracts and private cloud services, this criterion could be
expanded to evaluate not only the end-of-life management of equipment, but the
general plan of bidders to improve the circularity of the whole service (from equipment
selection, to maintenance, and end-of-life management).

General Contrat Performance
CPC: Every [specify the frequency (monthly, quarterly, annually)], the awarded
company must submit a report to the contracting organization with the following
information: [specify based on the environmental requirements introduced in the
tender that your organization wants to follow up and monitor. It can include: the
energy consumption of the service, data centres renewable energy factor,
refrigerants fugitive emissions, waste heat reused, etc. using standardized units
(kWh, kg CO2eq or others defined by the contracting authority].
No later than [specify number of days] after the signature of the contract, the
awarded company must submit the structure of the report and the approach to
monitor all requested information for approval by the contractor.
Third-party verification might be requested on demand.
Note: Depending on the relevance of the contract, organizations could also give points
(as AC/PM) or require awarded companies (as CPC) to calculate the GHG emissions of
the service following chapter 4 of the GHG Protocol ICT Sector Guidance starting with
the data centre emissions.
In some cases, non-disclosure agreements might need to be signed before the
information can be provided, especially if contracting organizations want to audit
directly service suppliers.
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